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Learning Path Overview

Saviynt PAM Level 200 training is an advanced-level training program designed to
enhance your expertise in Privileged Access Management (PAM). This comprehensive,
three-day training, with hands-on labs, equips participants with the advanced
knowledge, skills, and capabilities required to deploy and manage complex solutions
with Saviynt PAM. This training provides a deep dive into the features and functionalities
essential for mastering Saviynt PAM, such as Advanced Access Control capabilities,
Privileged Role Elevation, JIT Customizations, Deeper insights into PAM Onboarding,
Bulk Update APIs, Granular Password Control, Viewing Password History, Onboarding
Applications, Privileged Session Launches, PAM Analytical Controls, and
Troubleshooting Issues. This training is built on the latest version of the Saviynt PAM.

Learning Path Duration Target Audience
e 24 hours of learning content e PAM Consultants/Architects/Experts
o 20% lecture, 20% demo, and 60% e PAM Managers
hands-on lab
Delivery Methods Lab Environment
e Classroom (In-Person) e Hands-on labs are included as part
e Virtual Classroom (Live-Online) of this training
e Onsite
e Self-Paced

Prerequisites

e Saviynt PAM Level 100 training or equivalent knowledge and administration experience of
Saviynt PAM solutions.



Learning Path Objectives

This learning path enables you to achieve the following objectives:

e Understand various PAM functionalities.

e Learn about the advanced capabilities of Access Controls.

e Learn about the JIT Account Name and Workflow Customizations.

e Explore Privileged Role Elevation.

e Understand how to use Saviynt APIs for different PAM use cases.

e Understand the Granular Password Control and Password Reconciliation process.
e Learn how to view the Password History of Privileged Accounts.

e Understand Windows Service Account Management and IIS Application Pool.
e Explain Native SSH, Integration support with FIPS and ESXI servers for PAM

e Learn about Privileged Session Launches like SAP, Okta, etc.

e Onboarding process for On-Premises, Azure, Active Directory, etc.

e Learn about Advanced PAM Controls, including SIEM Integration using Splunk.
e Learn how to Troubleshoot Issues and perform Log Analysis.

¢ Understand the Implementation Methodology and review real-world examples.
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Courses and Modules

01 | Advanced PAM Onboarding

Bootstrap using EvQuery
Onboarding On-Premises Workloads
Onboarding Azure

Onboarding Active Directory

Bulk Update APls

Real-Time Workload Discovery

Best Practices and Troubleshooting

03 | Advanced Privileged Access
Methods

Privileged Role Elevation

Emergency Roles Access Policy

Bulk Role Select Mode

JIT Task Creation

JIT Account Name Rule Customization
JIT Account Workflow Customization
Best Practices and Troubleshooting

05 [ Privileged Access to Connected
Applications

Identity Repository of Applications
SAP Connection

Privileged Access for SAP Application
Okta Connection

Privileged Access for Okta Connection
Best Practices and Troubleshooting

07 | Advanced PAM Controls

SIEM Integration
Best Practices and Troubleshooting
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02 | Advanced Access Controls

Managing Endpoint Visibility
Endpoint Group Policies

Managing Account Visibility

Best Practices and Troubleshooting

04 | Password Management

Break Glass

Retrieving Account Password History
Granular Password Rotation Policies
Rotating Passwords Manually Using
Policies

Password Reconciliation

Best Practices and Troubleshooting

06 | Privileged Access Across
Workloads

Windows Service Account Management
[IS Application Pool

Native SSH - Bring Your Own Tool
Integration Support with FIPS
Integration with ESXI Servers for PAM
Best Practices and Troubleshooting

08 | Troubleshooting Issues

Log Viewer Features and Search
Queries

Log Analysis

Implementation Methodology

Best Practices and Troubleshooting



Upon Training Completion

Saviynt will provide you with a training completion certificate after completion of this
training. A sample of the certificate is shown below:
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CERTIFICATE OF COMPLETION

is hereby granted to

John Doe

in recognition of successfully completing

“Saviynt PAM Level 200 Training”

DATE OF COMPLETION: 2026 April 14 (I S C)2 gﬁc‘u'h No._yyar
TRAINING DURATION: 24 CPE Hours CEO, Saviynt
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